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INFORMATION NOTICES ON THE PROTECTION OF YOUR 

PERSONAL DATA AS PROVIDERS/ CONSULTANTS 

 

 

If you have a contractual relationship with: 

GIE AXA or AXA SA or GIE AXA UNIVERSITE: please consult on 

page 2 
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INFORMATION NOTICE OF GIE AXA / AXA SA / GIE AXA UNIVERSITE ON THE PROTECTION OF 

YOUR PERSONAL DATA AS PROVIDERS/ CONSULTANTS 

UPDATE OF THE PRESENT NOTICE ON THE PROTECTION OF YOUR PERSONAL DATA 

The Data Controllers may update this Information Notice from time to time in response to changing legal, technical, or business developments. When 

the Data Controllers update this Information Notice, the Data Controllers will take appropriate measures to inform you, consistent with the significance 

of the changes the Data Controllers make. The Data Controllers will obtain your consent to any material Information Notice changes if and where this 

is required by applicable data protection laws. This Information Notice was last updated on January 22, 2024.  
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AXA respects your privacy and ensures that all the personal data it handles is processed in accordance with best confidentiality practices and 

the applicable laws on data protection, and notably the European Union General Data Protection Regulation n°2016/679 (GDPR). 
The objective of this Information Notice is to inform you about the processing of your personal data if you are acting as a service provider on 

behalf of AXA, including a service on a fee-for-service basis (i.e., if you are using AXA's technical and technological resources and billing 

depends on the time spent carrying out the task entrusted to you).  

The processing operations presented are those carried out by AXA SA (the parent company) and GIE AXA only, without prejudice to the 

processing operations carried out by the AXA local entity (e.g., AXA France) with which you are in contact. 
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 WHO IS THE DATA CONTROLLER OF YOUR PERSONAL DATA? 

GIE AXA, a European Economic Interest Grouping, organized under French law, with its registered office at 23 Avenue Matignon, 75008 Paris, registered 

with the Registry of Commerce and Companies of Paris under the number 333 491 066 acts as independent data controller in the context of the 

processing of your personal data (i.e., it determines the purposes and means of the processing of your information): 

In some cases, GIE AXA and AXA SA (excluding its subsidiaries), a Société Anonyme, organized under French law, with its registered office at 25 Avenue 

Matignon, 75008 Paris, registered with the Registry of Commerce and Companies of Paris under number 572 093 920, act as joint data controllers in 

the context of the processing of your personal data (i.e., they jointly determine the purposes and means of the processing of your information). 

The data controllers are referred to in this Information Notice as "AXA" or " Data Controllers" or "We" or "Us". 

WHAT ARE YOUR RIGHTS TO YOUR PERSONAL DATA?  

In accordance with the French "Informatique et Libertés" law n° 78-17 of 6 January 1978 and the GDPR, you have the right to: 

▪ Access to your personal data: you have the right to request access to the personal data We process about you, and to obtain a copy of that 

data, 

▪ Rectify your personal data: you have the right to ask AXA to rectify or complete the personal data that We process about you that are 
inaccurate, incomplete, or not up to date, 

▪ Request the limitation of the processing of your personal data: you have the right to ask AXA to limit the processing of your personal data. 

This means that the Data Controllers may simply keep your data but may not process or use it in any other way,  

▪ Decide what happens to your personal data after your death: you have the right to give AXA instructions as to how your personal data should 

be used after your death.   

Based on the legal basis for the processing of your personal data described in the table below, you have also the right to:  

▪ Request the deletion of your personal data: you have the right to ask AXA to delete your personal data, except where the processing is based 

on the performance of a legal obligation of the Data Controllers, 

▪ Where the processing of your data is based on AXA's legitimate interest (see table below on how your data is processed), you also have the 

right to object at any time, but only where the processing of your data is based on the Data Controllers' legitimate interest(s), to the 

processing of your personal data, unless the Data Controllers can demonstrate the need for further processing or where such data is 
necessary for the establishment, exercise, or defense of legal claims. Furthermore, information on the balancing test can be obtained on 

request by contacting the following address: privacy@axa.com 

HOW TO CONTACT THE DPO OR EXERCISE YOUR RIGHTS? 
If you have any questions, complaints, or comments regarding this Information Notice or to exercise your rights listed above, please contact the DPO. 

The contact details are as follows: (i) privacy@axa.com and / or (ii) 23 avenue Matignon, 75008, Paris for GIE AXA or 25 avenue Matignon, 75008, Paris 

for AXA SA. 

The Data Controllers may ask you for additional information to confirm your identity and/or to assist AXA to locate the data you are seeking. 

HOW TO MAKE A COMPLAINT TO A SUPERVISORY AUTHORITY? 

You have the right to raise concerns about how your personal data is being processed with a competent supervisory authority, in 

particular in the Member State of your habitual residence, place of work or place where you think an alleged infringement to your 

rights occurred. 

In France, the data protection authority is the Commission nationale de l'informatique et des libertés, or “CNIL” whose postal address is 3 place de 
Fontenoy - TSA 80715 – 75334 Paris CEDEX 07. Its website is accessible here: https://www.cnil.fr/ 

HOW DO WE ENSURE THE SECURITY OF YOUR PERSONAL DATA? 
The Data Controllers use appropriate technical and organizational measures designed to protect the personal information about you. The measures 

the Data Controllers use are designed to provide a level of security appropriate to the risk of the processing activity of your personal information, in 

line with AXA standards. 

IS THE PROVISION OF YOUR PERSONAL DATA MANDATORY?  

Whether or not the provision of your personal data to AXA is mandatory will be indicated to you at the time of collection of such data (e.g., by an 

asterisk on the collection form). If you do not provide AXA with data identified as mandatory, AXA may be unable to enter a contract with you (or to 

continue the current contractual relationship).  

mailto:privacy@axa.com
mailto:privacy@axa.com
https://www.cnil.fr/
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FOR WHAT PURPOSES AND IN WHAT WAY IS YOUR PERSONAL DATA PROCESSED? 

In the context of the relationship between your company and AXA, your personal data is processed for the different purposes listed below. You will also find below, for each purpose / sub-purpose, a table listing the relevant 

information relating to the processing of your personal data. 

The retention periods may be extended in case of legal or regulatory obligation.  

What is the purpose? What is the legal basis? What personal data do We process about you? How long will your personal data be kept? 

These processing allow Us to enter a relationship with you and to organise this relationship. 

a. a. Performing due diligence and 

related operations in the context 

of selecting service providers 

and, 

b. b. Contracting with you. 

c. a. Our legitimate interests: to 

manage our business 

relationships and 

documenting our purchasing 

needs to meet legal and 

accounting requirements, 

d. b. Contract 

Your identification data: last name, first name, birthdate 

Your professional data: professional email, professional postal address, company name, 
your professional title, your professional telephone number, 

Your other data: any data provided in response to a call for tenders 

Your personal data is deleted three (3) years after the end of our contractual 

relationship. 

Conference and event 

management 

Our legitimate interests: to 
organise events to promote 

AXA's activities 

Your identification data: last name, first name,  

In addition, the Communication Department collects your professional email and your 

position. 

Your personal data will be deleted: 
▪ One (1) month after the event, by the Communication Department,  

▪ Three (3) years after the end of our contractual relationship, by the 

Support Services Department. 

Management of supplier files for 

accounting purposes 
Legal obligation 

Your identification data: last name, first name,  

Your professional data: professional email, professional postal address, professional 

telephone number, name of the company that employs you Your personal data are deleted ten (10) years after the end of the accounting 

year.   
Mandatory declaration to the tax 

authorities 

Your identification data: last name, first name,  

Your professional data: employer SIRET number 

Compliance with transparency 
rules and the fight against 

corruption 

Legal obligation, 

Your sensitive data are 

processed because you have 

made it public. 

If you are a director:  
Your identification data: last name, first name,  

Your professional data: company name, position, profession, 

If, as a director, you are identified as a "high risk" person: 

Your personal life data: biographical details, family ties and professional relationships 

with other individuals, 
Your sensitive data: your status as a politically exposed person, criminal convictions, 

reputation as portrayed by the media 

Your personal data is deleted five (5) years after: 
▪ The end of our contractual relationship or, 

▪ The delivery of a gift that you have given to an AXA employee. 

These processing allow Us to ensure your physical safety if you visit the AXA premises. 

Management of access rights to 
buildings (non-biometric badge 

in the workplace) 

Our legitimate interests: to 
ensure the safety of property 

and people 

Your identification data: last name, first name, photograph, number of the badge 

allocated, 

Your professional data: professional contact details (including company), type of 

contract, reason for the visit (event, appointment), first and last name of the AXA employee 

visited, 

Your visit data: building entrances and exits, restricted access, date, and time of the visit, 

Your data related to your visit is deleted three (3) months after its collection.  
However, your other data is deleted five (5) years after the end of our 

contractual relationship. 
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If you are a consultant, your professional details are also collected (name of the 

department/service, site of assignment, working floor). 

Video surveillance management  Your identification data: image in the context of video recordings Your personal data is deleted thirty (30) days after collection. 

These processing allow Us to provide you with the equipment and secure information systems necessary to carry out your mission. 

Provision of the tools and 

equipment necessary for the 
accomplishment of your 

missions (including professional 

email) 

Our legitimate interests: to 

enable you to perform your 

tasks,  

Contract with you 

Your identification data: last name, first name, image in case of video conference unless 

you object, birthdate, 

Your professional data: professional email, professional title, your professional contact 
details (including your photograph (optional)), professional agenda (number of meetings, 

date, place and time of meetings, subject, persons present), grade, department, entity, 

class, manager's name, email classification level (secret, confidential, internal, public), 

Your connection data: O365 authentication, connection time, IP address, password, 

recorded to ensure the security and proper functioning of applications and computer 

networks, excluding any processing allowing the individual control of your activity, 

A certain number of tools are made available to you, in particular according to the tasks 

you perform. For more information on the processing of your personal data, please refer to 

the specific information notice for each of the tools you use in the context of your duties. 

In general, your personal data is deleted five (5) years after the end of our 

contractual relationship.  

Please note retention periods may vary depending on the tools used. For more 

information on the processing of your personal data, please refer to the 

specific information notice for each of the tools you use in the context of your 
duties.    

Maintenance and follow-up of 

files for IT projects 

Our legitimate interests: to 

manage projects follow up 

Your identification data: last name, first name,  

Your professional data: job position/title, email address, phone number 

Your personal data will be deleted at the time of the annual reliability 

campaign if our contractual relationship has ended.  

GIE AXA PBR Department deletes your personal data ten (10) years after the 

end of the accounting year to which each document containing personal data 
corresponds. 

Updating our internal directories 

Our legitimate interests: to 

facilitate the identification of 
contacts within AXA 

Your identification data: last name, first name,  

Your professional data: professional email, professional title, your reporting line, your 
type of contract, budget section, date of arrival, date of end of contract, name of manager 

Your personal data is deleted six (6) months after the end of our contractual 
relationship. 

Application management and 
referencing 

Our legitimate interests: to 

have an exhaustive view of the 
application park 

Your identification data: last name, first name,  
Your professional data: department 

Your personal data will be deleted on the annual reliability campaign if our 
contractual relationship has ended. 

These processing allow Us to secure the information systems necessary to carry out your mission and to provide you with access to secure premises. 

Ensure the security of personal 

data and AXA information 

systems 

Our legitimate interests: to 

ensure the security of our 

information systems and to 

protect against any possible 
data leakage 

Your identification data: last name, first name,  

Your professional data: professional email, PC identifier, professional IP address and, 

depending on the type of incident, the email of the recipient, subject of the email,  
Your location data: country 

Your personal data is not collected if no incident is detected after the alert. 

Your personal data, in case of identification of an incident, are deleted twelve 

(12) months after the qualification of the incident.  

As an exception, if a file is quarantined, it is deleted after thirty (30) days.  

Management and follow-up of IT 
incidents 

Our legitimate interests: to 

resolve incidents and obtain 
feedback after resolution to 

improve the service 

Your identification data: last name, first name, 

Your professional data: professional email, your entity or company, (optional data: your 
professional telephone number, login, professional postal address, department/service, 

professional title, manager, language) 

Your personal data is deleted at the end of our contractual relationship.  



  
  

 

 

Page 6 

GIE_AXA_Internal 

Ensure the security of personal 

data and AXA information 
systems 

 

Your identification data: last name, first name, 

Your professional data: email address, your PC identifier, and depending on the type of 

incident: your recipient's email, subject of the email, 
Your connection data: professional IP address, 

Your location data: country 

Your personal data is not collected if no incident is detected after the alert. 

Your personal data, in the event of identification of an incident, is deleted 

twelve (12) months after the qualification of the incident. As an exception, if a 

file is quarantined, it is deleted at the end of a period of thirty (30) days. 

Organization of recertification 
campaigns via a review of 

existing accounts or access rights 

within the various tools by the 

responsible stakeholders 

(managers, tools owners, etc.) 

Our legitimate interests: to 

manage incidents to ensure 
business continuity, 

protecting AXA's resources and 

reputation, and ensuring the 

smooth operation of its 

business and services 

Your identification data: last name, first name, 

Your professional data: professional email 
Your personal data is not stored. 

Monitoring of internet traffic to 

allow or block certain websites 

based on the configuration of 
security policies 

Your professional data: the websites you visit, 

Your connection data: username, professional IP address 
Your personal data is deleted twelve (12) months after their collection. 

Management of access to MATFIC 
servers 

Your identification data: last name, first name,  

Your professional data: team, professional email, employee number, and, in the event of 
the launch of an investigation, the first and last name of your manager,  

Your connection data: username, professional IP address 

Your personal data are deleted one (1) year after their collection, in an active 
database and kept for a maximum of three (3) years in archiving. 

Organisation of on-call services 
and management of 

crisis/disaster periods to ensure 

business continuity 

Your identification data:  
▪ Mandatory: last name, first name,  

▪ Optional: your personal e-mail, your personal telephone number, 

Your professional data: professional email, professional telephone number (landline and 

mobile), your department/team 

Your personal data is deleted at the end of our contractual relationship, unless 

you use the toll-free number, in which case your personal data is deleted one 

(1) year after your call. 

Identification of contact details 

in case of crisis 
Your consent 

Your identification data: last name, first name, personal telephone number, personal 

email address 
Your personal data are deleted at the end of our contractual relationship. 
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IS AN AUTOMATED DECISION MADE IN THE CONTEXT OF THIS PROCESSING?  

No automated decision making is performed for processing described in this Information Notice. 

WHERE DOES YOUR PERSONAL DATA COME FROM? 

The personal data We process comes either directly from you or from your employer. 

TO WHOM DO WE DISCLOSE YOUR PERSONAL DATA? 

The Data Controllers communicate your personal data only to identified and authorized recipients which are the following: 

Internal 

Authorized recipients, within the limits of their respective attributions in relation to the relevant processing: 
▪ Following GIE AXA departments: PBR; Services Supports Department; Group Communication; DSI; Security; Group Compliance; Group Finance; 

Group Sustainability; Group Audit and Investigation and Group Public Affairs,  

▪ GIE AXA Group Audit department, for the purpose of performing internal audits to ensure the adequacy and effectiveness of internal controls 
and governance. For this processing, We pursue our legitimate interests to ensure a prudent and transparent management of the company 

through the evaluation of the adequacy and effectiveness of the internal control activities.  Where relevant, this may include checking controls 

over transactions or records containing personal data. The processing of your sensitive data is based on your consent, collected by GIE AXA or 

other AXA local entities (e.g., AXA France) with which you are in contact.  Any personal data required to support the audit conclusion is deleted ten 

(10) years after the closing of the last issue relating to the audit (or after the issuance of the audit report if no issues have been identified), all other 
personal data is deleted within ten (10) days following completion of the audit, 

▪ Group Risk Management and Group Compliance Departments of GIE AXA, to perform or support local AXA entities in performing the due 

diligence required to comply with AXA Standards and to document compliance with these Standards through an in-depth review. These 

departments may be called upon to give a second opinion on a particular case at the request of a local AXA entity and based on data provided by 

that entity. Your personal data will be kept for a maximum of five (5) years after the end of your employment contract.  
o The legal basis for the processing carried out by the Group Risk Management department is legitimate interest, to ensure compliance with 

the Standards resulting from Solvency II regulations and issued by the Autorité de contrôle prudentiel et de résolution (ACPR),  

o The legal basis for the processing carried out by Group Compliance department is the AXA Group's legal obligation to comply with the 

requirements of the French Monetary and Financial Code,   

▪ GIE AXA Group Investigation department, for the purpose of implementing a system for collecting and managing professional alerts. For more 
information, please refer to the relevant information notice available on axa.com, 

▪ The following AXA local entities: AXA Group Operations entity, for the purpose of managing the hosting and technical support of AXA's storage 

platform; AXA GO Business Services (India), for the purpose of managing and digitising contracts. 

For the reasons mentioned in the table above (purposes), your personal data may be communicated by email between the departments mentioned 

above. Please note that this information is archived for one (1) year before being permanently deleted:  
o Information contained in a deleted email (i.e., moved to the "deleted items" category of the mailbox from the date on which the email is 

deleted),  

o Information contained in the mailbox of an employee or consultant who has left GIE AXA / AXA SA / GIE AXA Université (from the date of his 

or her departure). 

External 

▪ Providers of cloud/data hosting services, 

▪ Providers enabling Us to manage our contracting and accounting process, 

▪ Providers ensuring the security of our premises, 
▪ Providers enabling Us to provide you with working tools, 

▪ Providers to organize events, 

▪ Providers for the certification of the accounts of AXA.  

But also:  

▪ Our counsel, including our lawyers, insurers, reinsurers, brokers, auditors, to comply with mandatory legal or regulatory requirements, to audit 

individual, consolidated accounts, to check conflicts of interest between AXA and other Service Provider's clients and for quality, risk management 

or financial accounting purposes, 
▪ Any competent authority (including courts, judicial or administrative authorities, ACPR, French tax authorities), 

▪ Any potential buyer or partner, in the case that the Data Controllers take part in a merger, acquisition or other form of asset transfer, they 

undertake to ensure an adequate level of protection if your personal data is transferred to potential buyers or selected partners in the context of 

this transaction. Your personal data is deleted six (6) months after its collection. 

 If you wish to get some details on above-mentioned recipients acting as a processor (i.e., these recipients act on Our instructions only) or controller 

(i.e., these recipients determine the purposes and means of processing), do not hesitate to contact the Data Privacy team at privacy@axa.com.  

IS YOUR PERSONAL DATA TRANSFERRED OUTSIDE THE EUROPEAN UNION?  

These recipients are located within the European Union (EU).  
Some of these recipients are in a country outside the EU which ensures an adequate level of protection (i.e., your personal data is subject to the same 

level of protection as within the EU):  

▪ Canada (link to the Adequacy decision),  

▪ Japan (link to the Adequacy decision),  

▪ Switzerland (link to the Adequacy decision), 
▪ United-Kingdom (link to the Adequacy decision) 

▪ United-States, for companies participating in the EU-U.S. Data Privacy Framework (link to the Adequacy decision) – the list of these organisations 

is managed and published by the US Department of Commerce. 

mailto:privacy@axa.com
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32002D0002
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.076.01.0001.01.ENG&toc=OJ:L:2019:076:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32000D0518
https://ec.europa.eu/info/files/decision-adequate-protection-personal-data-united-kingdom-general-data-protection-regulation_en
https://commission.europa.eu/system/files/2023-07/Adequacy%20decision%20EU-US%20Data%20Privacy%20Framework_en.pdf
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Your personal data can also be transferred to the following country which do not provide an adequate level of protection:  

▪ Australia, 

▪ India,  

▪ United-States, for companies who are not participating in the EU-U.S. Data Privacy Framework. 

 

In this case, the Data Controllers provide safeguards to ensure the security and the confidentiality of your personal data and frames their transfer(s) 

with the following guarantee:  

(i) By signing, with the recipient of the data, the Standard Contractual Clauses adopted by the European Commission. You may obtain a copy 

of the signed Standard Contractual Clauses by requesting it from our DPO, whose contact details are as follows: 23 and/or 25 avenue 

Matignon, 75008, Paris and/or privacy@axa.com, 
(ii) Or when your personal data is transferred to AXA local entities, with Binding Corporate Rules (https://www.axa.com/en/about-us/our-

commitments - part Find out more). 

  

mailto:privacy@axa.com
https://www.axa.com/en/about-us/our-commitments
https://www.axa.com/en/about-us/our-commitments
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DATA PRIVACY NOTICE - AXA GROUP OPERATIONS  
  
As part of our business exchanges, AXA Group Operation is required to collect your Personal Data as external staff1. 

Therefore, AXA Group Operations acts as a Data Controller as defined in the 2016/679 General Data Protection Regulation 

of the European Parliament and of the Council2 (“GPDR”). In alignment with the latter, AXA Group Operations delivers 

various services within the AXA Group, which involve the processing of your personal data in a lawful, fair, and transparent 

manner.  

The respect of the confidentiality of your personal data is essential for AXA Group Operations, that is the reason why a 

Data Privacy team works every day to ensure that your personal data will be processed properly against any unauthorized 

use or disclosure that would not be authorized.  

  

Your “Personal Data” would be any piece of information identifying you or making you identifiable (through direct and 

indirect means) such as your first name, last name, professional email address, user ID, among others.  

  

1. Lawfulness of processing  

The legal basis of the processing is the legitimate interest of AXA Group Operations, the execution of contractual 

obligations and the respect of legal obligations. 

  

2. The processing – Why do we need to process your data?  

AXA Group Operations needs to collect and process your Personal Data for a variety of different purposes, such as:  

 

Contractual management purposes:  

Management, time tracking, payment  

AXA Group Operations must enlist you in an organization, a department and a team, under a manager, to calculate the 

payment for your services.  

 

Security purposes:  

Management of the physical security  

AXA Group Operations has an obligation to ensure the physical security of all its employees and external staff. It includes 

the management of access controls to the premises for external staff with badges, management of timetables, the 

management of video surveillance and physical risks to which anyone on site may be exposed during business trips.  

 

Management of the information security environment with IT tools  

AXA Group Operations must take the necessary measures to guarantee the security of the data it has collected to prevent 

their disclosure to unauthorized third parties. This includes the monitoring and maintenance of computer park, access 

right management, online and onsite security management, management of electronic messaging systems (emails), 

prevention and mitigation of threats, monitoring and detection of potential security incident and response capabilities.  

 

For IT purposes (i.e., platform management/reporting/analytics/monitoring):  

AXA Group Operations needs to process your Personal Data to grant you the required access to work tools, internal and 

external applications, and software.  

This set of data will be essential as it will allow AXA Group Operations to provide access to a variety of environments, 

platforms and applications that are necessary and helpful for your role within the organization. Your personal data will 

also be processed to enable third parties to provide technical support and maintenance and ensure that these tools, 

applications and software function correctly.  

 

For these purposes (Contractual management, Security, IT purposes), AXA Group Operations might process various 

categories of personal data. According to the different tool, application and software, AXA Group Operations as Data 

Controller might process the following categories of personal data among others:  

• Data enabling your identification (first name, last name). 

 
1 External staff means workers who are not employed by AXA GO that have access to AXA GO facilities and/ or AXA GO corporate network access. This 

could include agency temporary workers, outsourced staff and/ or contractors.  
2 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679   

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A32016R0679
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• Connection data (username, connection logs, work IP address, personal IP address, location data). 

• Access control and video surveillance data.  

  

AXA Group Operations in some circumstances may need to process sensitive personal data or access all the file within 

compromised workstations and other endpoints, if this is the case this will be under strict conditions and access 

procedure (highly privileged people among entities and CyberDefense, only) and would include either your consent 

and/or via a dedicated specific notice.  

Your personal data are kept only for the time required for the corresponding purposes. 

  

3. Third parties & Protection – What we do with your data  

 

As part of the data-processing, AXA Group Operations may disclose your data to third parties.  

These third parties include :  

• Entities and companies inside the AXA Group, and their appointed advisors on a need-to-know basis.  

• Service providers and vendors duly authorized by AXA Group Operations to process your personal data in accordance 

with specific agreements, fulfill their legal obligations in accordance with the agreements or with applicable law.  

• Competent Local or foreign judicial or regulatory authorities, including financial and tax authorities, for AXA Group 

Operations to comply with its obligations deriving from laws, regulations, and international treaties and to address 

official requests or notifications (dependent on the Country the contractual situation takes place). 

 

AXA Group Operation ensure that an adequate level of protection is maintained, in compliance with applicable law on 

the communication of personal data. 

Therefore, third parties that are not located in a country with adequate personal data protection legislation must sign 

the European Commission "standard contractual clauses", Binding Corporate Rules or any other instrument under the 

GDPR. 

 

4. Your rights – What you can do with regard to the processing of your data  

 

In accordance with applicable regulations, you have rights in relation to the personal information that AXA retains on 

your behalf: 

• You have the right to know what personal data AXA processes of you, and to obtain a copy of it. 

• You have the right to have your personal data corrected, including by providing supplementing information. 

• The right to erasure, or your right to object to your data being processed by AXA.  

• You have the right to withdraw consent in relation to any data which is processed from a consensual basis. 

 

You may exercise these rights at any time by contacting us (see contacts below). 

If you believe, after contacting us, that your data protection rights may have been breached, you have the right to lodge 

a complaint with the competent supervisory authority.  

  

5. Contacts  

 

You can contact the data privacy office of AXA Group Operations at the following address to obtain more information on 

the processing activities or any request: privacy.axaservices@axa.com  

The regulatory authority depending on which country your contract is with:  

 

Country Data Protection authority Contact details 

France  
Commission Nationale de 

l’Informatique et des Libertés (CNIL)  

3 Place de Fontenoy - TSA 80715, 75334 PARIS  

CEDEX 07, Phone: +33 1 (0) 1 53 73 22 22  

Switzerland  
The Federal Data Protection and 

Information Commissioner (FDPIC)  

Office of the Federal Data Protection and  

Information Commissioner FDPIC - Feldeggweg 1  

CH - 3003 Berne Telefon: +41 (0)58 462 43 95  
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United Kingdom 
The Information Commissioner’s 

Office  

Wycliffe House, Water Lane, Wilmslow, Cheshire,  

SK9 5AF Telephone: 0303 123 1113 (local rate) or  

01625 545 745 https://ico.org.uk/global/contact- us/email/  

Germany  

Landesbeauftragte für Datenschutz 

und Informationsfreiheit Nordrhein-

Westfalen  

Postfach 20 04 44  

40102 Düsseldorf  

Tel.: 0211/38424-0  

E-Mail: poststelle@ldi.nrw.de  

Belgium  

The Data Protection Authority (FR: 

L'Autorité de protection des 

données ; NL: De 

Gegevensbeschermingsautoriteit)  

35-1000 Rue de la Presse/Drukpersstraat, Brussels, Belgium  

EN : www.dataprotectionauthority.be ; FR : 

www.autoriteprotectiondonnees.be ; NL :  

https://www.gegevensbeschermingsautoriteit.be/ 

contact@apd-gba.be  

Spain  
Agencia Española de Protección de 

Datos  
Jorge Juan, 6, Madrid 28001, https://www.aepd.es/es  

Portugal  
Comissão Nacional de Proteção de 

Dados  

Av. D. Carlos I, 134 – 1º, 1200-651, Lisboa, E-mail:  

geral@cnpd.pt https://www.cnpd.pt/  

Philippines  National Privacy Commission  

5th Floor Delegation Building, PICC Complex, Roxas Boulevard 

Pasay City, Metro Manila, Philippines  

Email: info@privacy.gov.ph  

Malaysia  
Department of Protection of 

Personal Data  
Aras 6, Kompleks Kementerian Komunikasi dan Multimedia,  

    

Lot 4G9, Persiaran Perdana, Presint 4 Pusat  

Pentadbiran Kerajaan Persekutuan,  

62100 Putrajaya, Malaysia  

Email: aduan@pdp.gov.my  

Hong Kong  
Privacy Commissioner for Personal 

Data, Hong Kong  

Room 1303, 13/F, Sunlight Tower,  

248 Queen's Road East,  

Wanchai, Hong Kong  

Email: enquiry@pcpd.org.hk  

Singapore  
Personal Data Protection 

Commission  

10 Pasir Panjang Road, #03-01 Mapletree Business City 

Singapore 117438 Inquiries:  

https://apps.pdpc.gov.sg/feedback/feedback-form  

 Indonesia  

Kementerian Komunikasi dan 

Informatika (Ministry of 

Communication and Information 

Technology)  

Jl. Medan Merdeka Barat no. 9, Jakarta 10110 Email: 

humas@mail.kominfo.go.id  

  

  

USA  Office of the New York State Attorney 

General  

28 Liberty St., 16th Fl., New York City, New York, 10005, United 

States.  

Phone: (+1) 800-771-7755  

Website: www.ag.ny.gov  

Contact: https://ag.ny.gov/contact-attorney- general-letitia-

james  

  

  

 Mexico  

Instituto Nacional de Transparencia, 

Acceso a la Información y Protección 

de Datos Personales (“National 

Institute for Transparency, Access to 

Av. Insurgentes Sur 3211, Insurgentes Cuicuilco, Coyoacán, 

04530 Ciudad de México, CDMX  

Telephone (local number): 800 835 4324  

https://ico.org.uk/global/contact-us/email/
https://ico.org.uk/global/contact-us/email/
https://ico.org.uk/global/contact-us/email/
https://ico.org.uk/global/contact-us/email/
https://ico.org.uk/global/contact-us/email/
https://ico.org.uk/global/contact-us/email/
http://www.dataprotectionauthority.be/
http://www.dataprotectionauthority.be/
http://www.dataprotectionauthority.be/
http://www.autoriteprotectiondonnees.be/
http://www.autoriteprotectiondonnees.be/
http://www.autoriteprotectiondonnees.be/
http://www.autoriteprotectiondonnees.be/
http://www.autoriteprotectiondonnees.be/
http://www.gegevensbeschermingsautoriteit.be/
http://www.gegevensbeschermingsautoriteit.be/
http://www.gegevensbeschermingsautoriteit.be/
http://www.gegevensbeschermingsautoriteit.be/
http://www.aepd.es/es
http://www.aepd.es/es
http://www.aepd.es/es
https://www.cnpd.pt/
https://www.cnpd.pt/
https://www.cnpd.pt/
https://apps.pdpc.gov.sg/feedback/feedback
https://apps.pdpc.gov.sg/feedback/feedback-form
https://apps.pdpc.gov.sg/feedback/feedback-form
https://apps.pdpc.gov.sg/feedback/feedback-form
http://www.ag.ny.gov/
http://www.ag.ny.gov/
http://www.ag.ny.gov/
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
https://ag.ny.gov/contact-attorney-general-letitia-james
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Information and Personal Data 

Protection” (“INAI”))  

Calling from abroad :(52) 55 5004 2400, ext. 2480. Email: 

atencion@inai.org.mx or unidad.enlace@inai.org.mx 

Platform: http://www.plataformadetransparencia.org.mx/  

   

6. AXA Group Operations legal entities  

  

Asia:  

GO PH - AXA Group Operations Philippines, Inc., 39F GT Tower International, 6813 Ayala Avenue cor. HV dela Costa St. 

Makati City 1227, PHILIPPINES  

GO MY - AXA Group Operations Malaysia Sdn. Bhd., 10F-1 & 10F-2, 10/F Tower 4 - PFCC Puchong Financial  

Corporate Center Jalan Puteri 1/2, Bandar Puteri Puchong 47100 Puchong, Selangor Malaysia  

GO HK - AXA Group Operations Hong Kong Limited, AXA Southside, 38 Wong Chuk Hang Road, Island South, Hong Kong  

GO SG - AXA GO Singapore Pte. Ltd., 8 Shenton Way #27-02 AXA Tower Singapore 068811   

GO ID - PT AXA Group Operations Indonesia, 20/F AXA Tower Jalan Prof. Dr. Satrio Kav 18 Kuningan City Jakarta 12940  

 

Belgium: AXA Group Operations Belgium S.A./ N.V. Place du Trône/Troonplein 1 1000 BRUSSELS Belgium  

Switzerland: AXA Services Switzerland AG. Paulstrasse 12, 8401 Winterthur, Switzerland  

Germany: AXA Group Operations Germany GmbH. Colonia-Allee 10-20; 51067 Köln  

France: AXA Group Operations SAS, 81 Rue Mstislav Rostropovitch 75017 Paris France  

Mexico: AXA Group Operations Mexico SA de CV. 366 Felix Cuevas , 2nd Floor - 03200 - Mexico City - MX – Mexico  

Portugal: AXA Group Operations SAS - Sucursal em Portugal. Avenida Infante D. Henrique, Lote 320 Porta 2, 3º Piso Edificio 

Entreposto 1800-220 - Lisboa, Portugal  

Spain: AXA Group Operations Spain, S.A. Calle Emilio Vargas, 6 Madrid 28043, España – Spain  

United Kingdom: AXA Global Services UK Ltd. 5 Old Broad Street, London EC2N 1AD, United Kingdom  

United States: AXA Group Operations Americas, Inc.. 3 West 35th Street, New York, New York, 10001, USA  

  

Version: November 2022 
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